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INntroduction

e Analyzing the three classification systems used (to try) to control distribution
of the means of destruction of society over the last 400 years

e Each classification system built to address two types of ambiguity:
e Ambiguity in how to know what items needed to be controlled
e Ambiguity in who is responsible for controls

e The inability to resolve ambiguity in one type affects the other

e Fach classification system is therefore a tool for constructing both the
material/technical and the social world




Historical contexts of classification systems
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Structure of Analysis

1.What is the defining principle used to resolve ambiguity in the items to be
controlled?

2.Who has responsibility for controlling the distribution of the means of
destruction?

3.How did material/technological ambiguity come back in (or never completely
resolve)?
® How did material/technological ambiguity constrain social order?

4.How did ambiguity in responsibility come back in (or never completely
resolve)?
® How did social order constrain the usefulness of the technical order?
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An Early Sailing Ship 1850’s by Gordon Grant The Ratification of the Treaty of Munster, Gerard Ter Borch (1648)

1660 - Tonnage and Poundage Act

CO ﬂtrabaﬂd 1909 - Declaration Concerning the Laws

of Maritime War
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Contraband

What is the defining principle
used to resolve ambiguity in
the items to be controlled?

e Grotius (1625): contraband are
goods transferred in times of war

¢ \What counts as contraband?

e Use (war or peace?)

e Physical characteristics

“The classification of goods as contraband or not
contraband has much perplexed text writers and
jurists. A strictly accurate and satisfactory
classification is perhaps impracticable; but that
which is best supported by American and English
decisions may be said to divide all merchandise
into three classes. Of these classes, the first
consists of articles manufactured and primarily and
ordinarily used for military purposes in time of war;
the second, of articles which may be and are used
for purposes of war or peace, according to
circumstances; and the third, of articles exclusively
used for peaceful purposes. Merchandise of the
first class, destined to a belligerent country or
places occupied by the army or navy of a
belligerent, is always contraband; merchandise of
the second class is contraband only when actually
destined to the military or naval use of a belligerent;
while merchandise of the third class is not
contraband at all, though liable to seizure and
condemnation for violation of blockade or siege.”
US Supreme Court, 5 Wallace 28 9136
(1866)
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Who has responsibility for
controlling the distribution of
the means of destruction?

he King is Sovereign

Thirty Years War
Treaties of Westphalia
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Tonnage & Poundage
Act, 1660

“Gunpowder when the same
doth not exceed the price of five
pounds the Barrel.”

“Provided always, That it shall be
free and lawful for His Majesty at
any time, when he shall see
cause so to do; and for such time
as shall be therein expelled, by
Proclamation to prohibit the
Transporting of Gunpowder, or
any sort of Arms or Ammunition,
into any parts out of this
Kingdom...”
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Material ambiguity reenters

e “Use” hard to determine “That the progress of sc@ence hgs ir.10reased the
number of things which in certain circumstances

are of use in war though not absolute contraband in
the strictest sense---that the complaints of neutrals
e Controls in effect only in times of on account of interference with the trade in things
war of that class have consequently increased---that
the complexity of the cargoes carried by modern
merchantmen of large size makes the search in
them for contraband goods difficult and
e Hague Peace Conferences of 1899 vexatious---that further difficulties would arise if a
ship accused of carrying contraband was allowed
& 1907 :

O proceed on her voyage, the alleged contraband
being transhipped or destroyed---that the
destination of contraband to the enemy is often
difficult of proof, and that under the doctrine of
continuous voyage a belligerent might almost
entirely interrupt neutral commerce---that for all
these reasons the principle of contraband is the
source of great damage to trade in non-contraband
goods, and that neutrals demand indemnities so
large that prize courts refuse them... and that to
abandon it would be a work of peace and justice.”

Westlake (1913, p. 288)
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How did material
ambiguity come
back in?

1909 Declaration
Concerning the

aws of Maritime
War

Conditional contraband list

ARrTICLE 24

The following articles, susceptible of use in war as well as for pur-
poses of peace, may, without notice,’ be treated as contraband of war,
under the name of conditional contraband:

(1) Foodstuffs.

(2) Forage and grain, suitable for feeding animals.

(3) Clothing, fabrics for clothing, and boots and shoes, suitable for
use in war.

(4) Gold and silver in coin or bullion; paper money.

(5) Vehicles of all kinds available for use in war, and their com-
ponent parts.

(6) Vessels, craft, and boats of all kinds; floating docks, parts of
docks and their component parts.

(7) Railway material, both fixed and rolling-stock, and material for
telegraphs, wireless telegraphs, and telephones.

(8) Balloons and flying machines and their distinctive component
parts, together with accessories and articles recognizable as intended
for use in connection with balloons and flying machines.

(9) Fuel; lubricants.

(10) Powder and explosives not specially prepared for use in war,

(11) Barbed wire and implements for fixing and cutting the same.

(12) Horseshoes and shoeing materials,

(13) Harness and saddlery.

(14) Field glasses, telescopes, chronometers, and all kinds of nau-
tical instruments.
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ARTICLE 28

The following may not be declared contraband of war:

(1) Raw cotton, wool, silk, jute, flax, hemp, and other raw materials
of the textile industries, and yarns of the same.

(2) Oil seeds and nuts; copra.

(3) Rubber, resins, gums, and lacs; hops.

' (4) Raw hides and horns, bones and ivory.
1909 Declaration ) e s aroias s iog sirses wd. g
phates for agricultural purposes.

Concerning the (6) Metlic ores

(7) Earths, clays, lime, chalk, stone, including marble, bricks, slates,
f M o and tiles.
aws O aritime (8) Chinaware and glass.
(9) Paper and paper-making materials.
War (10) Soap, paint and colors, including articles exclusively used in
their manufacture, and varnish,
(11) Bleaching powder, soda ash, caustic soda, salt cake, ammonia,
sulphate of ammonia, and sulphate of copper.
) (12) Agricultural, mining, textile, and printing machinery.
Free list (13) Precious and semi-precious stones, pearls, mother-of-pearl,

and coral.
(14) Clocks and watches, other than chronometers,

(15) Fashion and fancy goods.
(16) Feathers of all kinds, hairs, and bristles.
(17) Articles of household furniture and decoration ; office furniture

and requisites,

ARTICLE 29

Likewise the following may not be treated as contraband of war:

(1) Articles serving exclusively to aid the sick and wounded. They
can, however, in case of urgent military necessity and subject to the
payment of compensation, be requisitioned, if their destination is that
specified in Article 30.

(2) Articles intended for the use of the vessel in which fthey are
found, as well as those intended for the use of her crew and passen-

gers during the voyage.
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How did ambiguity in responsibility come back in?

28



Strategic Goods

CoCom Lists
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Who has responsibility for
controlling the distribution of
the means of destruction?

Warschauer Pal’
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Strategic Goods

What is the defining principle
used to resolve ambiguity in
the items to be controlled?

e Possible to dissociate between “us” and “them”

e Possible to control all transfers of strategic goods

e Possible to define all of the goods to be controlled
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—arly CoCom Lists

e Much more extensive (8 pages
in 1954)

e Embargo/quantitative limits

e Alphabetical lists of
technologies

782 BOARD OF TRADE JOURNAL

16 Oktober |

Trade With the Soviet Bloc: Lists of Goods Controlleg
for Strategic Reasons

N July 26, the President of the Board of T'rade announced in the

House of Commons that, following consulations with other

couniries, agreement had been reached on a reduction of the lists
of goods other than ships, the export of which to the Soviet Bloe
(as distinct from China) is controlled for strategic reasons, Certain
problems of definition had still, however, to be worked out,

Although one or two definitions have yet to be settled, it is now
possible to publish below the new lists of the items, other than ships,
the export of which s controlled by the United Kingdom for strategic
reasons and which may not, therefore, be exported to the Soviet Bloe
countrics without approval.

The general effect of the revised controls is to reduce the embargo
list by about 80 iems, and the quantitative control list by about 70
items and to enlarge the area of permitted trade in a large number of
categories remaining under control. Examples of the last include
general purpose machine tools, electric generating plant, locomotives
and railway equipment, chemicals and chemical plant.

List I shows the goods which are subject to embargo and List 11
the items which are subject to quantitative limits,

For the convenience of traders List I includes the munitions and
atomic energy items which have for several years been subject to
embargo in the United Kingdom. These goods were outzide the
scope of the President’s announcement on July 26. The number of
itemns in List I 1s accordingly greater than that mentioned by the
President,

For technical reasons and in order to facilitate matters for traders,
some of the definitions used differ slightly from those agreed by the
Co-ordinating Committee on East-West Trade. In no case, however,
do the amended definitions alter the scope of the contrals agreed by
the Co-ordinating Committee.

Mast of the necessary changes in export licensing are brought about
by the Export of Goods (Contrel) (Amendment No, 2) Order, 1954—
see page 788 of this 1ssue.

Exporters should address any inquiries concerning these lists either
to the Board of T'rade, Commercial Relations and Exports Department,
Horse Guards Avenue, London, 5.W.1 (from which further copies of
the lists may be obtained) or to the Production department for the
item concerned,  Applications for export licences or for further
information on the types of goods for which an export licence is
required should be addressed to the Board of Trade, Export Licensing
Branch, Atlantic House, Holborn Viaduct, London, E.C.1.

List I

Group A

Apparatus designed for removing surplus stock from workpieces of metal
or other materials 1—
(a) by the discharge of electric sparks from a shaped clectrode, or
(b} by applying ultrasonic vibrations, or
{c) by electrolytic means in combination with abrasive action.
Machines and apparatus specially designed for making or measuring gas
turbine blades.
Machines, Metalworking, not elsewhere specified, the following :—
Boring and turning mills, vertical, the following :—
Automatic cycle types,
Types, other than automatic cycle, with table diameter over 96 inches.
Deep hole drilling machines in which the coolant passes through the
drill.
External surface broaching machines.
Forging hammers, the following =
Gravity hammers having a falling weight of over six tons.
Steam, air or mechanical hammers of rated size over five tons.
Gear cutting machines, other than hobbing machines of 48 inches
maximum work diameter or less,
Grinding machines, the following :— ‘
Auto cycle, auto sizing grinding machines for broaching tools.
Automatic oscillating race track grinding machines.
Contour profile grinding machines.
Disc prinding machines, multi-spindle.
Gear grinding machines, generating types.
Internal grinding machines incorporating high frequency (over 60
cycles) spindles.
Jig grinding machines.
Roll grinding machines,

Surface grinding machines, horizontal spindle, rect . |
ing table greater than 24 inches wide. ! ‘"ﬂhrmmm.‘z

Surface grinding machines, multi-spindle, rotary tahle

Thread grinding machines, .

Honing machines, multi-station.

Jig boring machines.

Lathes, t 11: ‘hfnllnwing i— s
Centre lathes exceeding 18 inches centre height | :

between centres, phtand exceeding 18 feet
Combinatien tube boring and turning lathes,
Multi-spindle automatic lathes,
Riuhi-mglleh'g lathes. . .
Spinning lathes designed for use with or equipped with spin:
v mnm: v:}:lc“dring mhhlpl.n e *pindle drm
Turret lathes of 4 inches bar capacity and over or swi

24 inches or over, Tg-aver-bed of

Machinery for drawing and tempering wire 0015 inch in 4
less or tubing 04026 inch in diameter or less. 8 drarm:u"

Milling and planing machines, the following :—

Armour plate planing machines,

Milling machines having a travelling head or heads, capable of pljg
nircraft spars, .

Planing machines, plano-milling machines, combination planing -
milling machines with capacity for workpieces 6 feet wide or grer o
20 feet long or over.

Thread milling machines, & inches thread diameter and over, )

Preases, hvdraulic and mechanical, of an effective operating pressurs of
over 1,000 tons,

Profiling, copying and duplicating machines,

achines specially designed for the working or forming of aircraft ther,

aircraft plate or aircraft extrusions, ]
Machine tool parts and accessories, the following :—

Accessories, for attachment to metal working machine tools, desped
to render such machine tools capable of the automatic reprodacie
or duplication of a model, template or pattern (other thes e
turning attachments),

High frequency spindles (over 60 cycles) and assemblies thereof for
nternal grinding machines.

Metal cutting and working teols, not incorporating diamonds, for mackes
operations, the following :—

Deep hole drills of the type in which & hardened steel or hand med !
cutting piece is fixed into a tubular shank.

Surface broaching.

Group B

[In this group a specified corrosion-resistant material means polyier-

fusroethylene, polytriflusrochlorocthylene, or a material comtaining =
(i) 90 porcent. or more tantalum, titanium or zirconium, either separdy
or combined, or )
(i) 50 per cent, or more cobalt or molybdenum, either sepantcy &
) combined, or alloy).)

(iii) 10 per cent. or more silicon (as metal alloy).] ‘

Blowers and compressors (turbe, centrifugal and Illllﬂ'!‘ﬂ“ “‘P“'}-‘“h‘:
made of or lined with aluminium, nickel or alloy containing 60 per oot
more nickel. : o

Carbon black furnaces, controlled atmosphere type, intermitten
COntimEous.

Centrifugal counter-current solvent extractors, -

Centrifuges, with a peripheral speed of 1,000 feet per ercand 40 o
wholly made of or lined with alurnium, nickel or alloy m“‘“'"'h
cent, or more nickel : and centrifugal bowls made of these "“‘"";‘m

Compressors, not elsewhere specified, of 300 b.h.p. or mare, @
delivering air, gases or vapours at pressures exceeding 450 piig

Dielectric dners for bacteriological materials.

Electrolytic cclls for the production of fluerine. R———
Equipment for the production of hvdrogen and deuterium 1
following :— electre

Complete installations capable of producing hydrogen by the
Iyvtic process at a rate of 30,000 cu. fr. or more pef hnur‘;‘r B o
Electrolytic cells for the production of hydrogen at 8 Fate
or more per hour ; ) jum 4
Equipment for the preduction or concentration of ”"""'f;lm s
Equipment for the production of lubricants (petroleum based 0T
the following :— caxing U0
Dewaxing units, including centrifugal and nuylvmt dewa filtration, ¥
Filtration units, including percolation filtration, contact !
filtrol fractionation umits ; ) jumns, 00 L
] mim‘rl““gl‘ Iﬂﬂl.f};l;lg"lﬂuf and dephlegmating oM™ |
specially designed therefor ; |
{Continued 08 et P

e
[i=ae Y

First page of 1954 CoCom Lists
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How did technological
ambiguity come back in?

Consolidated list
Late CoCom Lists of goods subject to

X o
* Size ballooned to over 100pgs Sec‘-lrl

export

¢ Problems: contl.ol

e antiquated numbering/ TERTOR 1 SPosa
grouping system

Contents
INDUSTRIAL LIST — GROUP 3 MUNITIONS LIST — GROUP 1
o . Page MLI-ML26 0&
e difficult to remove items A Metabworking machinery
e BOOR-TS ATOMIC ENERGY LIST —
B Chemical and petroleumn equipment 10 GROUP 2
IL 1111145 A. Nuclear materials 107
C Electrical and power-generating 10 Al-Al4
. quul l'[:irlr';v]l!}'[rﬁ g .’Eur]eaf facilities 108
° 1200312 1-Bhb
S h Ift fro m em ba’rg O to [} General industrial equipment 12 (. Nuclear-related equipment 1019

IL 1301-1399 C1Ch

COO perat i O n I ed to trad e E Transportation equipment

IL 1401-1485

St I’eSSGS On IlStS F and G Electronic equipment including 36

communications, radar, computer
hardware and software 1L 1501-1595

INDEX 110

H Metals, minerals and their manufactures 92
IL 1601-1675

| Chemicals, metalloids and petroleum 93
products

IL 1702-1781
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Computers

e QOriginally simple control

(V) employing accelerating potentials XCES ,UUU VOIS,
and parts and accessories specially des:gned thcrefnr |
Amplifiers which are accessories or sub-assemblies specially designed

fnr the cathode ray oscilloscopes specified in (i) above.
Computors, electronic, other than office calculating machines. )
yc ﬂtmns,Lbelt-t e electrostatic generators (Van de Graaff machines),
synchro-cyclotrons, betatrons, synchrotons, linear accelerators and other
electronuclear machines capable of imparting energies greater than

1,000,000 electron volts to a nuclear particle or an ion, and magnets specially

deal ed for such electronuclear machines.

1954 CoCom Lists
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ather time the equipment is

IL 1565 ) Periphera 1o 4 cent
NOTE 16 continued fa) Peripheral to a central processing unit — “main storage”
The pro
-qu [
extractio:  =poeal = —
formatio 1‘::-- il w JI-:Au..l..n...l “rimbn alomsiiime raksa™ of sfi | [ =T PR B IPLP PRIRET I SRR - Lo | !
Waish T g
syl
] = B
colourati rale” (Romasmas) of all independest seek

“mcorporater “.4 1565 NOTE 16 continued l mechankms; o

L g‘ “tatal inb "

- ':‘ m :: f::ll‘!l-l PEOFPLE'S REPUBLIC OF CHINA ONLYi | EXPLANATORY NOTES

(L] 1 lﬂilr A Conversion of Byte 1 bit in ing storage Emits:
e W) mﬂmnnﬂ-ﬂﬁ @1 Mye = (1024F Byve = 1048576 Byoe
. “botal pre
wena| @ o
ol

“local ares 5 | 1 LISTED AS FOLLOWS:

A data ¢ &) ?:: Ila 15’65 EXPLANATORY NOTE C 2 comfimued () “Software” of whalever categary, as bollows:

) Al | " {1} “Sohware" designed or modklied lor any computer that is

dev @ POR = B5000) + 1S0K3) + SH1§ pirt o & complibor sorles designed wid produced within

o :ﬁ" B30T + IS8T b proscribed area:  excepl Capplication  soltware”

PP g} Dty = 5.41 mélion bits per second designed Tor and Embted bo:

mp: i v} Floating point PDR (FFP PDR) iy A:Dmllilﬂ:i.ng.. weneral lﬂig!rl dger, hmwr';; m
| - I 16} » .1 payrall, accousls recelvable, personn
bracen FP PDR Etl_il_m == %iﬁ?ﬁ:—ﬁ wajes calculation o imvalce comtral;
theria [ = i il il Cratn andd text manipulation such as sort/ meryge., tex
i l (] ~Tota! PDR- per second editing, data entry or word processing:

“maccdersarm b | i) For | “Total PDR" (B0S8/B087 a1 4.77 MHx) = &.01 Qi) Data retrieval from established data files for
The der ! fetc milllion bits puivifiiy'| . rposed of report generalion or inguiry lor the
approp foct | por unctlans described in (I} or (i) above; or
1863-15 Tha 1 [iw) The nan “real time processing™ of pollution sensor
X3.38.1 pro | exe | IL 1566 date &1 fixed sites oo in civil vehices for civil
ﬂ“;ﬂs. | ﬁ L @ "Suﬂmu\.e" m“'.’&""““'n‘f.&."‘fm lor the desi

] 1 - . i or or e "
“maximum b | o tha | “Software” and technology therefor, as follows: gevelopment o production of Rems embargoed in these
fa} Oy | ats;
i NB - | NOTE: {3) “Babiware™ designed or modified for-
The Thee embargo satus of “specially designed software™ for the use of (i) Embargoed “hybrid computers”;
2 i NB: described in other Bems in these Lists jexcept Item IL ) Orne or more of ihe functions described in ltem IL
ot | i | 1585) is dealt with in the appropriate bem. and the embango stalus 1585 (h) {1y (i} fa) to if) or (m) or () @) (vi) or for
ity Ot sale L It of “sofrware” for equipment described in ftem IL 1383 js dealt “digital compaters” or “related  equipment”
(L] wam ©exp with i the present Bem. designed or modified for sisch functions, exceps the
2] mici L minimusm “specially designed soflware™ in machine-
] b 1:‘{ a0 , R e it Theretts which me foeed fromn

“ ! % olrware” equipment” therefor which are roem

mln:;l'og'i X Wn m EM_ o delined a2 embarga anly by Item IL 1565 (h) (20 (0 of (i), and
!Ptrlf: can by A collection of ooe or more “programmes” or “micro andy when supplied with the equipment or systems,
introduc ::I programimes” fixed in any tangibie medium of expression. NOTE:

"mﬂ"l:.r::t | 19 Im A sequence of instructions to carry oul a process in, or “Software” lor equipment which is freed from
The port fin fel convertibde nto, A form  executable By an  electronic embargo only by lem 1565 (h) (] (vil may contsin
e eeni * w | Coamputes. file server or pringer server functions above layer 2
{a} For n | 3 - af the Open System Interconnection (5] reference

i e | A seguence of elementary insireclions. malntained in a model provided the protocols do not comtain level 3
i Far The i | special storage, the execution of which is initlated by the of X.25 or equivalent funcibons.

it 1 | imtroduction of s reference instroction info an instruction {4) “Software™ dor compuler-sided design, manufacture,

2] l:ll regHter | inspection or best of ibeens embarngoed in (hese Lists

(1] n' i ! 2 Sohware™ b categorized as iollows (there = a close | 5 “Boftware™ deslgned or medified 1o provide certifisble

“multi-data-g . | redationehip and possible overlap amaong these categariesi multi-level security or certifiable wser-isolation
The “mi 0. “developrrest wlem T — applicable 1o government-classilied material or to
which p o [11] | “Edtware” 1o dewelop ar m “saftware”. This includes applications requiring an equivalent level of security, or
ke conl “lalal transler rab “scltware” o manage activities. Examples ol a “sdtweare” b cerily sach “software™;
siich as fa) OF the e} “development ayilem” ut programming support (b} Categorized “sofiware” as follows:

@ Far cartridge (] envEonments, saftwane end environments, and (1) “Development systems” as follows:
by Stn The s . o ity ai ) “Developmest systems™ employing  “highdevel
m a:’ irpast S - l “programeing wyRem — language” amd designed for oF comalning

“med capatily sEreanme bl | “Software” fo convert a comvemient ex| of ooe or “programmes” or “datsbases” special to the
Ol a dn syshem 1 | more processes [sowrce code’ or source language’ into development or production of:
bisbble ¢ the: conl N I equipment  executable form  (object code’ ar {a} “Specially designed software” embargoed by
The toli this sam Th language’ any other lbem in these Lists,
compuR Thus: R, - = didapracaitic YRR — (b} “Software™ embargoed by sub-items (a) (2) or

“nan-volatle a “Sofrware” o lsolate or detect “software” or equipment ()43 of this lem; incloding any subset
A saoray orlloel ‘transfer rate malhemctans, designed or modified for use as part of such a
power s (1 o™ Bk “raEnlenEE SYIEm T — _ “development sysiem”; _ )

“ather peript driv “Erdtware” 10 i} “Development systems™ employing “high-level

fa) Modity “software” or iy associated documentation in |Ill'l1IJl#' and designed for or containing the
70 Securitys | o llnal NB crder bo correct laulis, or for ather updating purposes or “software” lools and “databases™ for jhe
By = gy For by Masnixin equipment. development or production of “software” or any
CANERFIE K | adi “operating ywEem” — sulsel desigaed or modilied lor ase bl part ol &
“"Communicall u “Haltware” bo conteol “development system” such as, or equivalent io:
combinailons 1 Ein ) The npu'm of a “digital computer” or of “related la) Ada Programming Support Environment
aside the "o P T [APSE)
pravided that: ) ] fhmuwmnd‘prmmmr b Any subset of APSE, as follows:
{al the "comm 0] - (1] Kermel APSE;
full time b0 1me given 'Eul‘l.‘-t‘t ot r-nﬁu within any of the olher defined (2] Mindmal APSE, )
i the maximum “dats § A m | cabegories of “sofiware”. (¥ Ada compilers specially designed as an
mol exeesd 9800 b/ 2 ™ E s | Y “Fpecially designed software” s defined as: integrated subset ol APSE: o
el the “digital computer’ | The mimimum “operating systems”, “diagnostic systema”, (4] Any other subset of APSE;
mmodilled lor “local an “maintenance systems” and “application software™ necessary (] Any superset of APSE; or
The sam aof the “total proc to be executed on & particular equipment 1o perform the {d)  Any derivative of APSE:
sl embargoed “Sgital com, writ bemction for which 8 was To make other, [ "Frogramming sysiems” &8 lodlows
ruected o & “Iock Ares Bety e t perform the same function requires: (il “Crosshosted” compilers and “crosshosted”
Modification of this “soltware™; or assem H
s ﬂ Addition of “programmes”.
72 Security apon contee! {This ends the Technical Nates. Far a complete list of definitions of NOTE:
terma wied in the lem, see Note 12 below: see also tem IL 1565 Far “crosehosted” compllers and “crosshosied”
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CRITERIA FOR THE SELECTION OF DUAL-USE ITEMS
(as updated at the December 2005 Plenary)

Dual-use goods and technologies to be controlled are those which are major or key
elements for the indigenous development, production, use' or enhancement of military
capabilities®. For selection purposes the dual-use items should also be evaluated against the
following critena:

 Foreign availability outside Participating States.
e The ability to control effectively the export of the goods.

« The ability to make a clear and objective specification of the item.

e Controlled by another regime’.

What is the defining principle

Dual - Use TeCh ﬂOlOgy used to resolve ambiguity in

the items to be controlled?

42



How did technological
ambiguity come back in?

errorist Technologies

Problem of monitoring flows
rather than controlling them
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How did ambiguity
in responsibility
come back in?

Breakdown of basic/
applied research
distinction

Pushing control back to the
bench

Statement on Scientific Publication and Security

Preamble

The pracess af scienttfic publication, through which mew findings are reviewed for qualsty end then presented
e the rest of the scientific commumity aml the public, is o vital element in oar nationsl life. Kew discoveres
meparted tn research pupers have helped improve the humean condition in myriad ways: protecting pabiic health,
muliplving agricoltural yiehds, fostering technological develeoment 2nd econemic prowth, and echanciog
glodal slabdlity and security.

But pew science, 25 we know, may sometimes heve costs as well as benefiis. The prospect that weapons of
mass destroction might find 1hesr way indo the hends of termorists. Ed not suddenly appear oo September L,
2000, A policy focus oo nuclear proliferation, no stranger o the physcs commaunzty, has been with us for many
yeurs. But the events of September 11 brought o e understanding of the ungency of dealmp weth termorsm.
And the sabseguent harmbul wee of infectous agemts bevught o new set of =waes to the life sciences. As a re-
sult, questions hive been asked by the scientists themselves aml by some polstical leaders about the pessthili-
fy that new mformation published in reseanch joarnals might give gl o those with malevolenl ends

Jourmals that dealt especially with microbielogy, infectious agents, public health, and plamt and agricaltural
sysbems faoed thewe Ssues earlier than soeme otbers, and heve attempéed 1o deal with them. The Amencan Society
af Microbdokgy, in partaalar, urged the National Acadenmy of Sciences to take &n active mole . ooganzzng @
meeting of pudlighers, scientists, socurity experts, and ginvernment officzals to oxplore the issues and discuss
what sieps might be tuken o resolve theme In 2 poe-diny woricshop ot the Academny m Washingion on January 9,
2003, un open foram wes Beld for that purpose. A day later, a group of journal sditors, augmented by scoentisi-
wrthoms, povernenent afficzals, and others, held o separsie meeting desgned o explone possibie approaches.

What follows reflects some catcomes of that preliminany discussion, Fundemental i5 @ view, shared by near-
Iy all, that theree ix informution that, altheaph e cannot novw capture it with lists or defmitions, presents enough
misk of use by termorists that it should not he publisted. How and by what processes @t might be identified will
contznee to challenge us, because—as ol present acknowledged-—=21 is e roe that open puhlication brings
benefits not oaly 1o public health bat also to eforix 10 combal lerroeism.

The Staterments Follow:

FERST: The scientific infeematon publised in prer-reviewed research joumals camrees special status, and
comfers unigue respomsihilities on editoms and authars. We must protect the indegnty of the scentific process
'y publishing mamiscripts of high qualsty, in safficient detail to permit reproduoczbility. Withoat independizat
venficutoo—a requinement foe scientific progress—ae can ceriber advance Domedscl nessarch nor prosesde
the knowiedge base for butlding & srong biodefense sysiem.

SECOMD: We reoogmize that the prospect of biolerrorism has mised legitimate conoemns about the potentizl
abase af publisbed mformation, bt also recognine that research tn the very same Peelds will be crtical o so-
crety in meeting the challenges of defense. We ane comenitted to dealing nespoesibly and effectively with safe-
fty umd secumity issucs that may be reived by papers submitted for publicution, and to increasing our capucity to
ilentify such issues as they anse.

THRED: Scientists and thexr joumnezls should comsider the appropriate lovel and desipn of processes 1o ac-
complish efective neview of papers thal redse such secority issues. Journals in disciplmes that hove attracted
mumbers of such papers bave alneady devised procedurss thet might be employed os models in consdering
process design, Some of us represent some of those joarnals; others among vs are committed wo the tEmely im-
plementation of such processes, about which we will ootify oar readers and authaors,

FOURTH: We necognize that on occaston an editor may conclude that the potential harm of pohlication pa-
weighs the potentizl socictal benefzis, Under such circumstances, the paper showlil be modified, or not be pub-
lished. Scientific information 1% also communscated by other mears: semmzrs, meetings. electranic posting,
etc. foumzls amd scientzfic socicties can play un mmporiant mole io encouraging investigators o commumiczic
mesults of rescarch in ways hat maximine public benefits and manimine risks of masse.
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Industrial/commercial developments

* “configuring the user” to be peaceful/legitimate/benevolent...

e But however much ethics are embedded in technologies, there is still
interpretative flexibility

e example: night vision
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destruction/destabilization

Review of 3 attempts at controlling means of

. . causes of
. Classification Causes of social .
Sovereign o o technological
distinction ambiguity S
ambigulity
. colonization, world determining “use’,
Contraband King war/peace wars always at war
Strategic Goods | International Groups us/them fall of USSR shift to cooperation

with USSR

Dual-Use

State, international
harmonization

“states/entities of
concern”

locus of production &
rise of terrorism

rise of terrorism,
pushing control back
to the bench
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The next system?

e Resolving ambiguity in responsibility for control?

e Distributed; no longer security of the nation

e Coupling with other security issues (e.g. intellectual property)

e Resolution of technological ambiguity?

¢ A shift to use and intent --> need for intelligence

e |ists based on context (not one list for all), and rapidly change
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